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Çağımızda bilgi ve iletişim teknolojilerinin hızlı gelişmesiyle birlikte dijital iletişim araçları olarak tanımlanan akıllı telefon, tablet, bilgisayar 
ve internet günlük yaşamımızın vazgeçilmezleri haline gelmiştir. Çocuk ve gençler, yetişkinlere kıyasla bu dijitalleşmeye daha çabuk uyum 
sağlayarak kullanım sıklığında yüksek bir seviyeye ulaşmışlardır. Dijitalleşme, çocuk ve gençlere öğrenme fırsatlarını genişletme, bilgiye ulaşma, 
kendilerini ifade etme, aile/arkadaşlıkla sosyal bağları devam ettirme için özgürleştirici bir yol sunarken, aynı zamanda dijital ortamın tehlikeli ve 
karanlık tarafıyla da karşı karşıya bırakmaktadır. Bu makale ile dijital uygulamaların çocuk ve gençler için ne tür riskler içerdiğini, bu uygulamalar 
üzerinden zorbalık ve mağduriyetle sonuçlanan siber risklerin neler olduğunu ve bu risklere maruz kalmanın ruh sağlığına etkilerini incelemek 
amaçlanmıştır. Makalenin ebeveynler, eğitimciler ve ruh sağlığı uzmanlarının farkındalıklarının artmasına; çocuk ve gençlerin ruh sağlığını 
koruyucu ve önleyici yaklaşımların geliştirilerek uygulanmasına katkı sağlayacağı düşünülmektedir. 

Anahtar sözcükler: Çocuk, genç, dijitalleşme, siber riskler

Nowadays, with the rapid development of information and communication technologies, smart phones, tablets, computers and the Internet, 
which are defined as digital media tools, have become indispensable and essential tools in our daily life practices. Children and young people 
have adapted themselves to this digitalization period more quickly than adults, and perform a high level of frequency of use. While digitalization 
offers children and young people a liberating way to expand their learning opportunities, access information, express themselves, maintain 
social ties with family/friends, it also poses threats coming from the dangerous and dark side of the digital environment. With this article, 
it is aimed to examine the risks of digital applications for children and young people, what are the cyber risks that result in bullying and 
victimization, and the effects of exposure to these cyber risks on mental health. Raising the awareness of parents, educators and mental health 
professionals will contribute to develop and apply the protective and preventive mental health approaches for children and young people.
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21. Yüzyılda Çocukları ve Gençleri Bekleyen Siber Riskler

Introduction

Together with the development of information and communication 
technologies, global increase in internet use, gradual development 
of social media, extensive accessibility to mobile devices and the 
needs for mobile applications have changed the technological 
ecosystem of both adults and adolescents (Orben 2020, Paat and 
Markham 2021). Many national and international researches 
conclude that most of children and adolescents have smart phone 
and a computer/tablet at home, have access to internet, are online 
for a few hours a day and almost all of them regularly use social 
network (Anderson and Jiang 2018, Joshi et al. 2019, Yaman 
et al. 2020). Studies of digitalization age report that children 
meet digital tools before the age of 7 and the level of use and 
access reaches up to 95% between the ages of 9-16 years (Turgut 

and Kursun 2020). Researches on the purpose of children and 
adolescents to use digital media tools indicate sharing photos, 
playing games, entertaining/ passing time, communicating and 
getting information (Günlü and Ceyhan 2017, Bilgiz and Peker 
2020, Üstündağ, 2020). On the other hand, young people between 
the ages of 18- 29 years are included in the group with the most 
common digitalization due to having smart phones and using 
internet and social network (Facebook, Instagram, etc.) (Joshi et 
al. 2019). Children’s access to digital tools at these early ages, the 
gradual increase in the time and frequency of their use together 
with age and further increase in the current rates of access and 
use together with Covid-19 pandemic concern both parents and 
educators and psychiatric care personnel, as well.  

Statistical reports of pandemic period show that 4.5 billion people 
worldwide (almost 60% of world population) use the Internet (We 
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are Social 2020). According to data of January 2020 reports by We 
Are Social and Hootsuite, with an increase of 4% since January 
2019, Turkey has 62.7 million internet users and 54 million 
social media users. While Facebook, YouTube and WhatsApp are 
the most frequently used applications, TikTok has become the 
social media platform with monthly 800 million active users and 
the highest climb rate in video monitoring. In this report, Turkey 
is ranked 15 among 46 countries in terms of spending time in 
social media by the group aged between 16- 64 years. Although 
current data on internet access and digital communication tools 
of children aged below sixteen years is limited on national level, 
researches indicate an increase (Cengiz Saltuk and Erciyes 2020, 
Erol and Erol 2020, Gökel, 2020). For instance, Yıldız and Bektaş 
(2021) examined the views of parents regarding the altering 
spare time activities of children in Covid-19 pandemic period 
and determined that children usually used smart phones and 
tablets to surf on social media accounts, watched films on digital 
platforms like YouTube and Netflix and played games on tablets 
and smart phones.

Measures and precautions to prevent the spread of COVID-19 
(for instance, curfew, social isolation and home quarantines) 
have not only created social and economic outcomes but also 
increased the stress, anxiety and depression levels on individuals 
with the feelings of sorrow, worry, fear, disappointment, anger, 
guilt, despair, boredom and panic (Banerjee 2020, Islam et al. 
2020). During these times of crisis, individuals may be inclined to 
resort to psychoactive materials and other reinforcing behaviors 
(gambling, video games, social media, watching pornography, 
etc.) in order to reduce stress and anxiety and/or ease depressive 
mood. Using digital technologies have gained importance 
especially in this period in order to provide flow of information, 
enable big groups of people to work and study at home, increase 
social cohesion and provide for the needs like entertainment or 
shopping. With regard to children and young people, digitalization 
offers possibilities for widening learning opportunities, rapid 
access to information and a liberating way for self-expression 
and maintaining social connections with family/friends (Borca et 
al. 2015), but at the same time it exposes them to the dark and 
dangerous side of digital environment (unsafe internet use, for 
instance) (Cosma et al. 2020). Therefore, the present study aims 
to examine the risks of these digital applications for children 
and young people, the types of cyber risks resulting in bullying 
and victimization and the effect of being exposed to these risks 
on mental health. Relevant literature is also examined in order 
to demonstrate the protective and preventive measures for the 
mental health of children and young people.

Social Media and Its Risks 

Social media, also known as social network sites, have become 
an indispensable part of everyday life of young generation. Even 
though the age limit to open an account in a social network is 
determined as 13 years, many children below this age are known 
to open a social media account. Elmalı (2020) conducted a study 
on 816 high school students and found that 51.3% of teenagers 
created a social media account with false or missing information, 

33% never changed their password or changed once in one or two 
years, 33% opened messages in their social network accounts 
from unknown persons and 33.7% shared social network 
accounts with their other friends, which all suggest that they 
are under risk. In identity building process of teenagers, social 
media brings about online identities through aiming to install 
the perception “Who I should be” in individuals instead of 
answering the question “Who am I?” (Özdemir and Yıldırım 
2019). The fact that children use of social media as a tool for self-
presentation and a place for building identity is effective on their 
psycho-social development. Unreal virtual identities may cause 
identity confusions in teenagers since the comments under a 
post and number of likes cause the identity to rebuild every time 
(Sütlüoğlu 2015). A research examining the self-presentation of 
primary and elementary school students on Facebook determined 
that children used self-presentation strategies that exhibited 
behaviors appreciated in real life, endeared themselves or gave 
prominence to their beloved traits on Facebook (Ardıç Çobaner 
2018). Spending enormous time and effort on self-presentation 
while trying to build a desired identity on social media, children 
and teenagers may have trouble in overcoming negative emotions 
(worry, concern, jealousy, loneliness, disappointment, anger, 
etc.), have decreased self-esteem, life satisfaction and self-
respect, and experience stress, sorrow and depression when their 
posts or contents do not leave the intended impression on their 
followers (Appel et al. 2016, Keleş et al. 2020). In conclusion, due 
to their limited self-regulation capacities and vulnerability to 
peer pressure, children and teenagers may not avoid the potential 
negative effects of social media use, which therefore may increase 
their risk to develop mental disorders (Keleş at al. 2020). 

On the other hand, social media can be said to reshape the 
meaning and dynamics of conventional “friendship” concept 
and lead to the deterioration of important social norms and 
physical distance defining human interaction (Hoffmeister 
2014). Adding both strangers and acquaintances as “friends” on 
social media brings about the risk for children and teenagers to 
meet strangers on virtual platforms, who may not be their peers 
(Subrahmanyam and Greenfield 2008). Thus, a case occurred in 
the USA 17 years ago sets a dreadful example of the danger that 
may come from a “friend” on social media. A victim of rape who 
was rescued days after she was kidnapped by a stranger she had 
met on the Internet, Alicia Kozakiewicz stated that “The stranger 
you meet on street is not the same with the stranger you meet online. 
You think you get to know this stranger online after few conversations 
and he/she becomes no longer a stranger to you. Let alone thinking 
him of a stranger, I began to think how great deal we have in 
common” (Toker 2021). Some court files in Turkey report sexual 
abuse “by a person who introduced himself as a friend of her 
brother-in-law and became friends on Facebook” or “as a result 
of meeting in another city with a friend met online and without 
informing her parents” (Cihan and Yıldız 2020). It is clear that 
abusers who create fake accounts and profiles on social media 
may manipulate and abuse children. The fact that abusers can 
introduce themselves with a fake id, hide their real identities and 
do not have to come face to face with victimized children increase 
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their self-confidence and cause them to act more freely (Çalışkan 
2019). Children and teenagers may display risky online behaviors 
without noticing widespread effect of social media behaviors on 
real life. For instance, sharing personal information and constant 
updating location information may endanger personal security 
and increase the risk of contact with stalkers/ offenders (Henley 
2013).

Today, education institutions have integrated themselves into 
social media in order to attract students, connect with them, 
found professional networks and popularize online learning 
(Greenhow and Lewin 2016). However, these opportunities 
offered by social media do not come without a price; excessive 
use of social media is proved to cause various sleeping disorders, 
isolation, obesity, substance abuse, suicidal ideation, anxiety and 
depression, and problems in adapting to social and academic 
life (Charles 2019, Keleş et al. 2020). In terms of employment, 
many employers may scan social media accounts of applicants 
to get information and may prefer not to employ applicants who 
publish certain contents (discriminative comments, provocative 
photos, crime, drug addiction, insults, poor communicative and 
writing skills, etc.) publicly (Roth et al. 2016).

Digital Games and Video Sharing Applications 
and Their Risks

Among the most frequently used digital applications used 
by children and adolescents after social media are games and 
video sharing applications (YouTube, TikTok, etc.) (Yıldız and 
Bektaş 2021). Neurobiological approaches to understanding 
video game usage in children have determined that video games 
cause dopamine (a pleasure transmitter related with addiction) 
secretion and rapid rewarding is related with higher amounts 
of dopamine (Schleifer 2018). The appeal of video games for 
children is more than a reward system that is smartly designed 
for optimal dopamine “rush” and can be regarded as an attempt to 
satisfy basic psychological needs of children. Self-Determination 
Motivation Theory defines three basic psychological needs 
driving human motivation: (1) competence (the experience of 
being good at something), (2) autonomy (the sense of selection 
and control) and (3) connection (being connected and related 
with others and the sense of belonging) (Cihangir-Çankaya 
2009). Children due to their developmental characteristics, may 
have difficulties in regularly satisfying these three needs. In 
terms of competence, some children may not be better at general 
skills (academic skill, for instance); they have so little autonomy 
since they are subjected to the authorities of adults and they may 
have difficulties in belonging and harmony in especially puberty 
(Schleifer 2018). Digital gaming area can be said to provide 
motivation for children and teenagers through opening a new 
comfort zone. For instance, Minecraft world not only enables 
exploring a new world but also allows to create new worlds, 
which is an explicit example of obtained autonomy; competence 
also intensifies as structures get more detailed. Within game, 
children can connect with other players with same ideas and also 
form groups having mutual commitment and responsibility to 
create common targets and fulfil them. Also, they may go beyond 

playing games with those groups and continue to meet with them 
on social media or group chat applications. This dynamic can help 
children felling excluded blend in (Schleifer 2018). On the other 
hand, thoughts like “a little bit more” or “once more” repeated 
continuously may become a problem and cause conflicts between 
children and parents. In some situations, children may become 
not only disobedient and disrespectful, but also aggressive 
since they regard their parents as obstacles before their prizes 
(Anderson and Bushman 2009, Sussman et al. 2018). 

Studies examining the risks included by digital games stress 
that violent games show violence as a success criterion (getting 
scores according to the number of kills), desensitize children 
towards violence through giving them and glorify violating laws, 
and violence and rude behaviors towards women. The risks also 
include the perception of sexuality through fashion and images, 
and normalizing slang language and swearing (Okkay 2019). 
Uncontrolled violent digital games can threaten mental health 
through deteriorating anger management (Irmak and Erdoğan 
2016). Violent digital games are risk factors for aggression, 
offensive cognition, and decreased empath and social behavior 
(Göldağ 2019). Game designs towards reinforcing gender roles 
(girl games- boy games, for instance) reinforce gender roles 
through game characters and produce ideal body perceptions. 
These fake standards of judgement negatively affect nutritional 
diets or sport habits of children and these artificial perception 
and gender stereotypes cause self-reliance problems in children 
(Aytekin 2017). The greatest danger for children and adolescents 
comes from the games which cannot be legally played or purchased 
and downloaded with links shared in e-mails or applications 
like WhatsApp (Blue Whale, Momo, for instance). These kinds 
of games or videos can communicate and text with their users 
through applications. As well as having violent contents, they 
may drive their users to suicide through gradual challenges and 
tasks (Yücel 2019).

Online purchases, advertisement and instant chat rooms in digital 
games are suitable environments for cyber bullying acts (Aytekin 
2017). Games organizing competitive sport matches, cheating on 
games, interactive live broadcasted drawing lots, opening booty 
boxes and purchases to strengthen/enrobe/equip characters and 
then selling them through bets are among the risks defined as 
“gambling enriched money making” (Macey and Hamari 2019, 
Abarbanel and Johnson 2020). These applications in digital 
games may cause the development of addiction behaviors in 
children and adolescents through making them spend more time 
screen. Increase in digital game use results in increase in digital 
game addicted children who adopt passive life style, suffer from 
health problems like obesity, have weak social relations and low 
self-reliance, are withdrawn and cannot fulfil individual or social 
needs and duties (Hazar et al. 2017). 

As well as digital games, video sharing applications have recently 
become the center of attraction for children and adolescents. 
One of the most popular one, TikTok attracts young viewers 
worldwide thanks to its novel, innovative and fast-paced 
contents. TikTok is commonly used for creating short dance, lip 
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synchronization, comedy and skill videos (Weimann and Masri 
2020). This seemingly innocent video sharing platform is said to 
be reported due to its content having naked images of children 
and bullying and harassment of adolescents towards each other, 
groomers, deceptive algorithms, and lack of privacy (Cox 2018). 
Its weak security and control caused it to become the magnet 
for pedophiles, crime, violence and excessiveness (Weimann and 
Masri 2020). In addition, responsible adults are warned against 
“challenge” videos rapidly spreading among children and youths 
in fear of resulting in damages to health or even death. Even 
though there are not enough researches revealing the effect of 
this platform on mental health, this kind of platforms can be said 
to pose risk and danger for children and adolescents.

Cyber Risks Resulting in Bullying and 
Victimization on Digital Applications 

Cyber bullying is the primary online risky behavior most 
frequently observed among children and adolescents. Many 
reports reveal that bullying and victimhood, and both bullying/
victimhood occur in digital media like social network, chat rooms 
and instant/short message (Baştürk-Akça and Sayımer 2017, 
Anderson 2018,). Cyber bullying covers the use of technologies 
in order to suppress, harass, harm and distress victims (Paat 
and Markham 2021). Unlike traditional bullying, cyber bullying 
cannot be limited to different social fields (school, family, 
etc.), time, place and/or geographical boundaries (Wong-Lo et 
al. 2011). Researches explain the increasing number of cyber 
bullying cases with environmental factors (being exposed 
to violence in media, peer pressure, etc.), individual factors 
(socializing, family upbringing, etc.) and personal traits (moral 
disengagement, impulsivity, narcissism, etc.) (Kowalski et al. 
2014, Tzani-Pepelasi et al. 2018). In addition, cyber bullying has 
far-reaching effects on mental health including crime, substance 
abuse, aggression (Nixon 2014), psychosocial maladaptation, 
psychiatric disorders, antisocial behaviors, suicidal ideation, 
self-harm, anxiety, depression and decreased life satisfaction 
(Quintana-Orts et al. 2020, Skilbred-Fjeld et al. 2020).

Quite similar with cyber bullying, cyberhate can be described as 
offensive and humiliating texts, speeches, videos and/or images 
to individuals aimed at their sexual orientations, disability, ethnic 
origins, religion, immigration or other group characteristics 
(Wachs and Wright 2021). The difference between two concepts 
is that cyber bullying is defined as a repetitive activity to harm a 
person, while cyber hate is based on prejudiced views on different 
social groups and does not have to be repetitive (Slonje and 
Smith 2008). Together with recent increasing polarization and 
radicalization movements in many societies, cyber hate is on 
the way in becoming a global phenomenon among teenagers in 
the world (Machackova et al. 2020). There are some evidences 
showing the rapid increase of hatred contents in the Internet 
and rapid exposure of teenagers to materials and web sites full 
of hatred (Hawdon et al. 2019). Oğuz (2018) reported social 
media channels and YouTube among the medium where children 
encounter hate speeches most. Comments under videos or posts 
are the most obvious ones within this context. YouTube is known 

to remove 7.8 million videos due to speeches of hatred, swear, 
humiliation, contempt and insult in the YouTube accounts for 
children (Oğuz 2018). Moreover, cyberhate traders can present 
subconsciously harmful materials to children and adolescents 
using online websites and networks for music, video, game, 
homework, etc. (Tynes 2006). 

Digital applications providing suitable environment for abuse 
and abusive cyber bullying have significantly changed social 
interactions of adolescents and young people with their peers, and 
the development and maintaining of their dating relationships 
(Baker and Carreño 2016). Cyber dating violence which can also 
be named as digital perpetration, cyber victimization, online 
dating harassment or cyber partner abuse can be conceptualized 
as online spying, controlling, enforcing, harassing and/or stalking 
behaviors towards dating partners due to commitment issues, 
anger, jealousy and other negative emotions (Brown and Hegarty 
2018). Cyber dating violence behaviors can be exemplified as (not 
limited with) sending threatening messages to partners, online 
stalking partners, constantly controlling the accounts of partners, 
demanding passwords of accounts/phones and monitoring 
online interactions of partners (Baker and Carreño 2016). There 
are evidences that sharing photos and videos publicly on social 
media increases cyber dating victimization. It Is reported that 
he motivations of adolescents sharing contents without consent 
are generally for fun or they do it as a joke and this state cause 
revenge emotions and distress in some victims (Walker et al. 
2019). Literature has different evidences on gender differences 
in cyber dating violence. Some studies report both genders show 
this kind of behavior bi-directionally (male or female) (Zweig et al. 
2013, Semenza 2019), while in some studies, males are reported 
to exhibit sexual abuse behaviors on cyber medium at higher rates 
than females (Zweig et al. 2013). Current evidences suggest that 
approving beliefs regarding gender roles and interiorizing strict 
gender scenario depicting women as sexual objects and accepting 
men as primal offensives are natural risks for cyber perpetration 
(Reed et al. 2018). Online and offline dating violence follow each 
other and violence can easily transcend from virtual world to 
real one (Cava et al. 2020). The results of cyber dating violence 
are associated with higher depression, anxiety, lack of mutual 
harmony, low self-esteem and psychological stress in adolescents 
and young people (Borrajo and Gámez-Guadix 2016, Hancock 
Keast and Ellis 2017).

Recently, it is striking that adolescents frequently incline towards 
online dating applications known as “cyber romanticism” in order 
to meet a partner and explore their sexuality. It is a dating style 
believed to be an effective way to meet a partner and get a date 
due to the low levels of social branding and presence of free or 
low-cost dating applications (Vogels 2020). Even though these 
kinds of applications have open rules for people below the age of 
18 years, adolescents use them to make friends and start romantic 
relationships (Lykens et al. 2019). That electronic environment 
enables users to make changes to improve their profiles, cover 
their flaws and leave a positive impression is among the reasons 
they are preferred to be used. Literature presents evidences that 
using these kinds of applications can lead sexually transmitted 
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diseases and negative emotional consequences (depression, 
anxiety, for instance) (Francisco Luz Nunes Queiroz et al. 2017). 
The dangers of online dating include betrayal, being forced to sex 
trafficking, being cyber bullied, discrimination, abuse, getting 
harmed and being bombarded with rude comments and offensive 
pictures (Lauckner et al. 2019). In addition, one of its great 
risks is being exposed to catfishing. Commonly attributed to 
people who create fake profiles in order to convince someone to 
romantic relationship, Catfish is a term inspired from the name 
of Nev Schulman’s show in MTV (Berman and Deutsch 2010). 
Its story is as follows: “Nev, who is aged 24 years and has online 
romance with an unreal woman named Megan for about a year, 
goes to Michigan from Colorado to meet Megan only to find a 40 
year- old married woman named Angela with two children. After 
making a documentary titled Catfish out of this experience in 
2010, Nev produces a TV program with the same title on MTV” 
(October 8th, 2010). This kind of fishing can be organized due to 
boredom, loneliness, insecurities or revenge and/or may include 
financial abuse as fraud (Vanman 2018). The study conducted by 
Mosley et al. (2020) on young people between 18- 25 ages showed 
that adolescents used online dating applications despite their fear 
of catfishing. Due to insufficiencies of adolescents in cognitive 
maturation and life experience, they have greater risk to be 
trapped (Derzakarian 2017). For the ones emotionally investing 
on imaginary relationships, this may cause loss of reputation, 
loss of employment and endangering relationships with others, 
which can be devastating (Koch 2017). 

Online dating and social network sites are not only targeted 
by romance scammers but also by other cyber criminals and 
scammers exploiting innocent consumers (Ell 2017). Apart from 
romance scamming, there are also other types of scamming 
abusing “trust”; scholarship scamming, working and education 
scamming, contest scamming, acting and modelling scamming, 
etc. are executed through instilling the hope of receiving great 
feedbacks if they invest great amounts of money. These kinds of 
scammers create a fake profile using the stolen photos of a nice 
or successful person (an attractive model, an engineer working 
abroad, a military staff recruited in war, for instance) in order 
to swindle victims (Shaari et al. 2019). In some other scenarios, 
scammers can first act like having a romantic relationship before 
asking for money for financing an emergency situation (legal 
issues, car accidents, hospitalization, funerals of relatives, etc.) or 
visiting their victims (buying a plane ticket, travelling expenses, 
etc. (Jhaveri 2015). Scammers may continue to demand financial 
support until victims realize they are being scammed (Paat and 
Markham 2021). 

 Bullies/abusers waiting for an opportunity to attack their 
unprotected victims can access and harm children and adolescents 
at their homes using the anonymity of online medium (Peebles 
2014). For instance, sextortion (image based sexual abuse) is 
evaluated as child abuse within the frame of digital sexual offenses 
and is defined as an act in which a hacker/attacker demands 
online sexual contents from victim through blackmailing or 
threatening, produces pornography and /or blackmails victim to 
disclose intimate images or videos upon rejecting perpetrator’s 

demands (O’Malley and Holt 2020, Patchin and Hinduja 2020). 
Sextortion generally occurs via social network sites (Facebook, 
Instagram, Twitter, for instance), texting applications (Snapchat, 
for instance) and video chats (Skype, WhatsApp, for instance) 
however these acts (stripping, for instance), images and videos 
can be done and obtained through other online communication 
tools as a result of perpetrators’ demands. There may be cases 
that occur beyond national boundaries and in situations where 
victims and perpetrators are not in physical interaction and/or 
victims do not know perpetrator’s identity (Wittes et al. 2016). 
Some cases report obtaining obscene images through effectively 
hacking computer systems or electronic devices of victims, 
monitoring online activities of victims and/or accessing routine 
activities of victims through hacked web cameras without their 
knowledge (Paat and Mackham 2021). Victims (female or male) 
are constantly reminded of the results of their disobedience 
(disclosing disgraceful images and/or sending them to their 
families, friends, connections, work places or pornography 
websites) (Finkelhor 2016). This act of crime and psychological 
terrorism that cause fear, despair, grief, shame and other 
traumatic effects on victims may be emotionally exhausting 
and consuming (Wittes et al. 2016). Children and adolescents 
open to be online sexually abused (grooming) are regeraded 
as an easy hunt and they may not perceive this act as a crime. 
In cases where perpetrator and victim know each other (a fan, 
ex-girlfriend/boyfriend, etc.), sextortion may result in forced 
compromise, unwanted sexual favors, humiliation or revenge 
(Wolak and Finkelhor 2016). In addition, sextortion may occur 
in underage individuals in cases where peers threaten to share 
confidential/naked image (Patchin and Hinduja 2020). Present 
evidences show that adolescents carry the high risk of being the 
target of perpetrators when they have cyber security weaknesses 
and exhibit online risky behaviors including sharing personal 
information online, adding strangers as friends and not using 
strong passwords or two-step verification (Henley 2013).

Dating aimed sexting is among sexual online risks. Significant 
number of adolescents accepts that they have sent or received 
naked or half naked pictures via text messages (Mori et al. 2020). 
Sexting can create a large range of emotions from fun, excitement 
and commitment to vulnerability and shame for senders and 
receivers (Weisskirch and Delevi 2011, Drouin and Landgraff 
2012). In terms of gender, males are known to perceive sexting 
more positively compared to women who are restricted by social 
norms (Springston 2017). Many people hope these sexual texts 
or videos to stay confidential, however there is no guarantee that 
these explicit items won’t change hands. Since any explicit image 
of a child is accepted as child pornography, underage adolescents 
involving in sexting may have legal outcomes (Macapagal et al. 
2018). Sometimes sexually explicit electronic materials (videos, 
pictures, sounds, etc.) of ex-partners are distributed without 
their consent in order for revenge porn (Powell et al. 2019). 
Due to persistent nature of digital posts, revenge pornography 
can cause serious effects on victims. Many victims reported to 
receive undesired accusations and death threats and to face 
unemployment, shame, branding and the fear to explore their 
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other naked pictures. Victims are indicated to suffer from 
mental health breakdowns like post-traumatic stress, depression, 
anxiety, confidence issues and substance abuse (Bates 2017, 
Mckinlay and Lavis 2020).

Conclusion and Suggestions

As the applications of digital technologies and the opportunities 
they offer to users continue to increase, digital media gets 
more and more included in the lives of young generation. The 
present study examines the risks of digital applications for 
children and adolescents, the cyber risks resulted in bullying 
and victimization through these applications and the effects 
of being exposed to these risks on mental health. The results 
suggest that use of digital applications have dangers and risks 
that may result in bullying and victimization for children 
and adolescents. All partners responsible for children and 
adolescents (parents, teachers, schools, mental health experts, 
policy and law makers, etc.) have liabilities in preventing and 
interfering in order to protect public mental health. Suggestions 
for studies in order to create a safe online zone for children and 
adolescents are as follows:

Suggestions for Parents 
Coordination with parents should be achieved to inform parents 
about online risks and teach them how to make right decisions 
about their children (Sabella et al. 2013). Schools, teachers and 
psychological counselors can organize technology workshops in 
order to inform parents about many critical issues about online 
interactions like social norms, parental control, privacy settings, 
blocking and web cam (Wittes et al. 2016).

Parents should be taught to help their children recover from 
traumas and re-trust digital world through “unprejudiced, 
unquestioned” listening with healthy communication skills in 
case of victimization or abuse instead of using a communicative 
language increasing the shame and guilt of children (Wittes et al. 
2016).

Suggestions for Schools 
Schools are expected to develop a target and policy in order to 
prevent various cyber risks commonly encountered by children and 
adolescents in 21st century. Especially psychological counselors 
in schools should be educated on common effects of these 
cyber risks. School administrators, teachers and psychological 
counselors can consider giving digital literacy educations and 
applying a comprehensive healthy relationship program aiming 
for school students to develop healthy relationships that do 
not involve online abuse (Van Ouytsel et al. 2016). In addition, 
school administrators should be encouraged to create a learning 
environment stressing empathy, facilitating trust and supporting 
open communication in school/campus. Students should be 
encouraged to report cyber bullying and regularly informed about 
internet safety tips (recording evidence, blocking, monitoring), 
online communication responsibilities and taking preventive 
measures for self-protection. 

According to Miller, Jones and McCauley (2018), viewer behavior 
programs (education of adolescent leaders in order to effectively 
help risks reduce and provide positive outcomes) among 
preventive and early intervention measures and programs aiming 
to change gender perception are reported to be effective in 
decreasing dating violence. Mental health experts working with 
children and adolescents can create extended support groups 
and work with adolescents who are victimized following online 
trauma or witness victimization. 

Suggestions for Policy/Law Makers 
Law makers and law enforcement officers have to keep up with the 
developments of digital technologies in order to ensure sufficient 
control mechanism on digital crimes. In order to increase the 
awareness of people about this common concern and effectively 
fight against technology mediated crime and abuse, data on the 
frequency of online crimes reported to and prosecuted by legal 
authorities are demanded to be published (Wittes et al. 2016). 
Politicians should take an active role in developing a consensus 
and consistency on legal definitions regarding how to prosecute 
cybercrimes.  

Suggestions for Psychology Experts 
In order to treat cognitive, socio-emotional and behavioral 
problems occurred as a result of digitalization, phycological 
experts should develop their professional competences. In 
addition, units serving to overcome digital addictions should 
be founded in hospitals and family health centers, and all these 
centers should include sufficient number of psychology experts.  

The last but not the least, further studies should be conducted 
on cyber risks threatening children and adolescents in 
national sample group and their effects on psychological 
health; evidence-based preventive and intervention programs 
developed from the results of those studies are suggested to be 
effective in future. 
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